NHOPOPMALMOHHASA TAMATKA
JJISA OBYYAIOIIIUXCHA

C KaXIbIM TOAOM MOJIOACKH B HHTCPHCTC CTAHOBUTLCHA 6OJ'IBI_HC, a MKOJBbHHUKHW OJHHU M3 CaMbIX
AKTUBHBIX IIOJIb30BaTeICH PyHeTa. MC)KI[y T€M, IMOMHMO OI'POMHOI0 KOJHUYCCTBA BO3MO)KHOCTGI>1,
HHTCPHET HECET U HpO6J’IeMH. OTa maMsaTKa JOJIDKHa IIOMOYb TeOe Oe301macHo HaXOAUTHCA B CETH.

KoMnbloTepHbie BUPYChI

KomMmibroTepHslii BUPYC - 3TO pa3HOBUJHOCTH KOMIIBIOTEPHBIX
OporpamMM, OTJIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOM  sIBiISIE€TCS
CHOCOOHOCTh K Pa3MHOKEHHIO. B JomoigHeHne K 3ToMy, BHUPYCHI
MOTYT IOBPCAUTH WKW TIIOJTHOCTBIO YHHYTOXHWUTL BCC q)aflﬂbl n
JAaHHBIC, TIOAKOHTPOJILHBIC ITOJIL30BATCII0, OT UMCHU KOTOPOT'O ObLIa
3alylIeHa 3apaX€HHas I[Iporpamma, a TaKKe IOBPEIUTh WIH Jaxe
YHUYTOXXUThH ONEPALMOHHYIO CUCTEMY CO BCeMH (haiimamMu B LIETIOM.
B OonpmMHCTBE CllyyaeB paclpoOCTPaHSIOTCS BHUPYChl yepes

HUHTEpHET.

MeTo/1b1 3aIIUTEI OT BPEJOHOCHBIX MPOrpamM:

1. Ucnionb3yii COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPLE3HBII YPOBEHb 3aLUTHI OT
BPEIOHOCHBIX ITPOIPAMM;

2. TlocrossHHO ycTaHaBiauBail madtu (UU(POBBIE 3aruIaTKH, KOTOpPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C ILEJIbI0 JOpaOOTKH MPOrpaMMbl) U JIpyrue OOHOBIIEHUS CBOEH ONEpalMOHHOMN
cucteMbl. CkaunBail UX TOJBKO ¢ opHUIMATBHOTO caiita pazpadorunka OC. Ecnu cymecTByeT pexum
aBTOMaTHYECKOT0 OOHOBJICHHS, BKIIIOUH €T0;

3. Pabotaii Ha cBOEM KOMIIbIOTEPE I10J] IpaBaMM IOJIb30BATENS, @ HE aIMUHUCTpAaTopa. JDTO He
MO3BOJIUT OOJBIIMHCTBY BPEJAOHOCHBIX IPOTPAMM HHCTAJNIUPOBATBCA HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yli aHTUBHUPYCHBIE MNpPOTPaMMHBIE IPOAYKTHl H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (pU3NYECKUHA OCTYN K KOMIBIOTEPY U1 IOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHeUIHME HOCHUTENM WH(pOpMaluu, Takue Kak ¢iemka, AUCK uiau dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkphIBaii KOMIBIOTEpHBIE (hAiiiIbl, TTOTYUYEHHBIE U3 HEHAJIEKHBIX MCTOYHHMKOB. Jlaxke Te
Gailnpl, KOTOphIE IPUCIAT TBOM 3HAKOMBIN. JIyuIlle yTOUHHU Y HETo, OTIIPABIISII JIM OH TeOe uX.

Cetun WI-FI
Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHs, & BCErO
mumib Openn, mapka. Eme B 1991 romy Huaepnanackas KOMIaHHS
((J))) 3apeructpuponana opera "WECA", uro 0003Ha4yao cJIoBOCOYETaHUE
"Wireless Fidelity", xoTopeiii mnepeBoguTCcs Kak "OecmpoBOIHAs
TOYHOCTB".

Jlo Hamiero BpeMeHHM Jolia Apyras abOpeBuarypa, KOTOpas
SIBIISIETCS TaKOW ke TexHoJjoruei. Ito abOpesuarypa "Wi-Fi". Takoe
Ha3BaHME OBUIO JaHO C HAMEKOM Ha CTAaHAAPT BBICIICH 3BYKOBOU
E——— texuuku Hi-Fi, uto B iepeBoie o3Hauaer "BbICOKAs TOYHOCTB'".



Ha, OecrmyaTHBI MHTEpHET-TOCTYN B Kade, OTeNsIX M a’dponopTrax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BbIXOJ]a B MHTepHET. HO MHOTHE 3KCnepThl cuuTaroT, uto odmenoctynHsie Wi-Fi cetn
HE SBJISIOTCS O€30MMaCHBIMH.

CoBeTsl 110 O€30MacHOCTH pabOTHI B 00MIETOCTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro auunyo nHbopManuio uepes oomenoctymnubie Wi-Fi cetu. Pabortas B HUX,
’KeJlaTeIbHO He BBOJUTH MAPOJIU AOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Hcnonp3yili u OOHOBISI aHTUBUPYCHBIE NIporpaMMbl U OpaHamayep. TeM camMbIM Tbl
obe3omnacuib cedst OT 3aKaYKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmroun ¢ynkmuro "OOmmii goctyn k (aiinmam u mpuHTepam'.
Jannas QyHKIMS 3aKphITa 10 YMOIYaHUIO, OJHAKO HEKOTOPHIE IMOJIb30BATEIN AaKTHUBHPYIOT €€ IS
y100CTBa UCIIOIB30BaHMsI B paboTe mim yuebe;

4. He ucnonp3yit myommmanbii WI-FI nnst mepenaunm mUYHBIX JaHHBIX, HATPUMED, IS BBIXO/A B
COLIMAJIbHBIE CETH WIIU B 3JICKTPOHHYIO MOUTY;

5. Ucnonp3yii Tonbko 3amuuiennoe coequnenue uepe3 HTTPS, a ne HTTP, 1.e. npu HaGope BeO-
aapeca BBoau uMeHHo "https://";

6. B moOunsHOM Tenedone otkmoun ¢ynkiuio "[logkmouenne k Wi-Fi aBromatndecku". He
JIOITyCcKail aBTOMAaTUYECKOT0 MOJKI0YeH s ycTpoiicTBa k cetaM Wi-Fi 0e3 TBoero cormnacusl.

ConmnajabHble ceTH

ConmanpHble CETH aKTUBHO BXOJISAT B
Hally >KW3Hb, MHOTHE JIFOJIM PA0OTAIOT U KUBYT
TaM TocTosHHO, a B Facebook  yxke
3apErUCTPUPOBAH  MWUIMAPJ  YEJIOBEK, YTO
SIBISETCS OMHOM CceIbMOl BcCEX JKHTEIeH
IUIaHeThl. MHOTME IO0JIb30BaTeI HE TTOHUMAIOT,
yto wHpOpMAIMA, pa3MEIICeHHAs WMH B
COIIMANILHBIX CETSAX, MOXKET OBLITh HalieHa u

UCTOJIb30BaHAa KEM YTrOJHO, B TOM YHCIIE He
00s13aTeNbHO ¢ OJIarUMHU HAMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMATBHBIX CETAX:

1. Orpanuup CrUcoOK apy3ed. Y TeOs B APY3bsIX HE NOJDKHO OBITh CIyYalHBIX W HE3HAKOMBIX
JIOEH;

2. 3ammumai CBOIO 4YaCTHYIO XM3Hb. He ykaspiBall mapoiin, TenedoHBI, ajpeca, JaTy TBOETO
POXKACHUS U JAPYTryl0 JHYHYIO HHOpManuio. 3JO0yMBIIUIEHHUKA MOTYT UCIOIB30BaTh JIaXKe
nH(GOPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE POBECTH KaHUKYJIbI,

3. 3amumiai CBOK penyTaIrio - IEPXKHU €€ B UNCTOTE U 3aJ1aBail ceOe BOMPOC: XOTEN OBI ThI, UTOOBI
Jpyrue TOJIb30BaTeNId BHJIENH, YTO ThI 3arpyxkaemb? [logymaii, mpexiae 4yem 4To-TO OIMyOJIMKOBATh,
HAMUCaTh U 3aTPY3UTh;

4. Ecnu Tl TOBOpUIIB C JIIOJBMU, KOTOPBIX HE 3HACIlb, HE UCIOIB3YH CBOE peanibHOE UMS U
JIPYTYIO JTUUHYIO HHPOPMAIUK: UMsI, MECTO JKUTEJIbCTBA, MECTO y4eObl U Ipouee;

5. Uzberaii pazmemienust ¢otorpaduii B MHTEpHETE, A€ Thl M300pakeH HAa MECTHOCTH, IO
KOTOPOI MOXKHO ONPEAETUTh TBOE MECTOMOI0KEHHE;

6. Ilpu peructpauuu B COLMAJIBHOH CeTH HEOOXOAMMO HCHOJIb30BaTh CIIOXKHBIE IApOJIH,
cocrosie u3 OykB U U(p U C KOTUIECTBOM 3HAKOB HE MeHee &;



7. I[J'IH COIIMAJIbHOM CCTH, IIOYTHI U APYTUX CalTOB H606XOI[I/IMO HCIIOJIB30BATh PA3HBIC MTAPOJIH.
Torz[a ecJii Te0s B3JIOMArOT, TO 3JIOYMBINIJICHHUKH IT0JIY4YaT AOCTYII TOJIBKO K OTHOMY MECTY, a HC BO BCC

cpasy.

JJIeKTPOHHbIE IEHbI U

DNEeKTPOHHBIE JEHBIM - OSTO OYEHb YAOOHBIH crmoco0 IUIaTeked, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IMOJIYUUTh 3TH ACHBI'U.

3JICKTpOHHI>IC ACHBI'U ITOABUJINCH COBCEM HEJAaBHO U UMCHHO
M3-32 3TOr0 BO MHOTHX rOCYJapCcTBaxX 10 CUX MOp HE MPOMUCAHO MPO
HUX B 3aKOHAX.

B Poccun sxe oHM PYHKITMOHMPYIOT U O HUX yXK€ MIPOIHUCAHO
B 3aKOHE, TJIE X PA3ACISIIOT HA HECKOJIBKO BHIOB - aHOHUMHBIC U HE
AHOHUMHBIC. Pa3H1/1ua B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPBIX
paspemiaeTcss  MPOBOAUTH  omepanmuu  0e3  HIeHTU(UKALUU
MOJIb30BaTeNsl, & B HEAHOHMMHBIX UACHTU(UKAIMS TOJIb30BATENA

aBIsieTcsl 00s13arenbHOM. Taxoke cieayer pasnndarh 3JIEKTPOHHBIE
¢uatHele JeHbI'W (paBHBl TOCYJApPCTBEHHBIM BajJlOTaM) H
AJIEKTPOHHBIE He(UATHBIE JCHBI'H (HE paBHBI TOCYIapCTBEHHBIM

BaJIIOTaM).

OcHOBHBIE COBETHI 10 06€30MacHOI paboTe € AJIEKTPOHHBIMU JCHBTAMU:

1. IlpuBsoku K cuery MOOWIBHBIM TeneoH. DTO camblii yAOOHBIH W OBICTPBIH CHOCOO
BOCCTaHOBUTH JIOCTYIl K cyeTy. [IpuBs3aHHBINA Tene(OoH MOMOXKET, €clid 3a0yAeilb CBOUW IUIATCKHBIN
MapoJib WIM 3aiIEIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit omqHopasoBbie mapoiu. [locie nmepexonia Ha YCHUIIGHHYIO aBTOPHU3AIUIO TeOe yke He
OyZeT yrpokaTh OMAaCHOCTb KPaXkK WJIH MepexBaTa IUIaTeKHOTO apoJis;

3. BeiOepu cnoxublii nmaponb. [IpectynmHukam OyaeT He MPOCTO yrajaaTh CIOKHBIM Maposb.
HanexxHble maposu - 3T0 mapoJid, KOTOpbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B €05l CTPOUYHbBIE
U TpONHUCHBbIE OYKBBI, HHU(PpPHI MU HECKOIHKO CHMBOJIOB, TaKHE€ Kak 3HAaK Joiapa, (QyHTa,
BOCKJIMIIATEIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJAHHBIE HAa caliTaX, KOTOPBIM HE JOBEPSEIlb.

DJIeKTPOHHAsI I10YTA

ONEeKTpOHHAas MOYTa - 3TO TEXHOJOTHS M IPENOCTaBISIEMBIE €10 YCIYTM IO NEPECBUIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOILIECHHMH, KOTOPBIE PACIPENENAIOTCS B KOMIIBIOTEpHOH ceTH. OOBIMHO
AJIEKTPOHHBIN MOYTOBBIN SIIIUK BBIMISIAUT CIACAYIOIUM 00pa3oM:
UMs_TIOJb30BaTeNA(@UMs_JIOMEeHa. Takxke KpoMe Iepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH IepeiaBaTh (haiiibl.

OcCHOBHBIE COBETHI 10 6€30MacHON padoTe ¢ ANEKTPOHHOMH
MOYTOM:

1. Hamo BBIOpaTh NpaBWIBHBIA IOYTOBBIA CepBUC. B
MHTEpHETE €CTb OrPOMHBIN BBIOOp OECIIATHBIX IOYTOBBIX
CEPBHUCOB, OJHAKO Jy4Yllle JOBEPSITh TEM, KOIO 3HAEllb U KTO
IIEPBBII B PEUTHUHTIE;

2. He yka3piBaii B TMYHON MOYTE JUUYHYIO WH(OPMAILIUIO.
Hanpumep, mnyume BbiOpaTh "My3bIKaJdbHBIA (aHaT@'" wuIu
"pok2013" BmecTo "Temal3";




3. Ucnonb3yil IBYX3TamHYyI aBTOPU3ALMIO. DTO KOIJa MOMUMO Mapoisi HY>KHO BBOJUTH KOJ,
MpUChUIaeMblid 10 SMS;

4. BeiOepu C0XHBIA TTapotb. I KaXKI0T0 MOYTOBOTO SIIMKA JTOJDKEH OBITh CBOW HAJC)KHBIMH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTH HAmUCaTb CaMOMY CBOWM JIMYHBIA BOIIPOC, MCIIOIB3YH OTY
BO3MOKHOCTB;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBbIii /U1 yacTHOW MEPENUCKH C agpecaTtaMu,
KOTOPBIM ThI JIOBEpACIIb. DTOT SJEKTPOHHBIA aapec HE HAJO0 HCIOJIb30BaTh MPU PETHCTPALMA HA
dbopymax u caifrax;

7. He oTkpbIBaii ailsibl 1 Apyrue BIOKEHUS B TUChMaX, JaXKe €CIIM OHH MPUIILIH OT TBOUX JIPY3EH.
Jlyyiie yTOYHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (alibl;

8. Ilocne oxoHYaHMsI pabOTHl HA MOYTOBOM CEPBUCE TEpe] 3aKPHITHEM BKJIAIAKUA C CAUTOM HE
3a0yb HaXKaTh Ha "BeridT".

Kun6epOy uIMHT WM BUPTYaJbHOE U31€BaTEJIbCTBO

KubepOymauar - mnpecienoBaHUE COOOIICHHUSIMH, COIEPKAIIMMH OCKOpPOJICHHS, arpeccuio,
3aIyrUBaHNE; XYJUTaHCTBO; COMUAIbHOE OOMKOTUPOBAHHE C MTOMOIIBIO PAa3IMUHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITHHTOM:

1. He GOpocaiica B 60ii. Jlydmuii coco0: mocoBeTOBaTHCS
Kak ce0s BeCTH M, €CJIHM HET TOro, K KOMy MOXHO OOpaTHThCA, TO
BHayajle  ycmokouTbcs. Ecim  Thl  HauHemb  OTBedYaTh
OCKOpOJICHHUSIMA Ha OCKOPOJICHUS, TO TOJBKO eIie OOoJbIie
pa3oxoKenIb KOH(IIHKT;

2. Yupasinsii cBoel kubeppernyraimei;

3. AHOHUMHOCTh B ceTu MHUMas. CyIIeCTBYIOT CITIOCOOBI
BBISICHUTB, KTO CTOHT 332 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTM XyJUTraHCKuUMl 00pa3 BHPTYyaJbHOU

xu3Hu. IHTepHET PUKCHUpYET BCE TBOM NEUCTBUS M COXPAHSET UX.
Yaanute ux OyaeT KpaiiHe 3aTpyAHUTEIHHO;

5. Cobmrosialt CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyit eauHuuHblii HeraTuB. OIHOPa30Bble OCKOPOUTENBHBIE COOOLICHMS JIy4llle
urHopupoBaTh. OOBIYHO arpeccusi MpeKpaliaeTcs Ha HauyaabHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COITUAIBHBIX CETAX
€CTh BO3MOXXHOCTbH OJIOKMPOBKH OTIPABKH COOOIIEHUI C OMPEIEICHHBIX a/IpECOB;

8. Ecnu TeI cBHUzeTens KuOepOyIuHTa. TBOM NEMCTBUS: BBICTYIUTH MPOTUB IIPECiIeIOBaTENS,
MoKa3aTh €My, YTO €ro JEUCTBHUS OIICHMBAIOTCS HETaTHBHO, TMOJJEPXKATh KEPTBY, KOTOPOH HY>KHA
TICUXOJIOTHYECKAast [IOMOIIb, COOOIUTH B3POCIBIM O (PAKTE arpecCUBHOTO TIOBEICHUS B CETH.

MooOnabHbl Te1eoH
CoBpeMeHnHble cMapTPOHBI M TUIAHIIETHI COAEpKaT B cebe
BIIOJIHE B3pPOCIIbII (PYHKIIMOHAN, U TeNepbh OHU MOT'YT KOHKYpPHUPOBAThH
CO CTalMOHAPHBIMU KOMIIBKOTCPAMMU. O,Z[HaKO, CpCACTB 3allUThl IJIA
MOJOOHBIX YCTPOMCTB TOKa OYeHb Maio. TecTHMpOBaHHWE M TOHUCK
ySI3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s 1K, To
e caMoe KacaeTcsl U MOOMIIbHBIX MPUIIOKEHHH.




CoBpeMeHHbIe MOOMIIbHBIE Opay3epbl yKe NPAKTUYECKH JTOTHAIN HACTOJbHbIE aHAJIOIH, OJHAKO
pacmuperue pyHKIIMOHaJa BICYET 32 CO00M OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3alUIIIEHHOCTb. J{aneko
HE BCE IMPOU3BOAUTENN BBIMYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOLINE KPUTUUYECKUE YSA3BUMOCTHU ISl CBOMX
YCTPOMCTB.

OcHOBHBIE COBETHI /1J1s1 6€30MaCHOCTH MOOMIIBHOTO TeedoHa:

Huuero He sBuserca mno-HacrosieMy OecriaTHbIM. bBbynb OCTOpoXkeH, Benb Koraa Tebe
npeiaraloT OecriaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKUE-TO TUIaTHBIE YCIIYTH;

Hymaii, npexxae yem otmnpaButh SMS, ¢oto wim Buaeo. Tl TOYHO 3HAEWb, TE OHU OYAyT B
KOHEYHOM UTOre?

Heo6x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Hcnonb3yit aHTUBHPYCHBIE IPOTPaMMBI 1J11 MOOMIIBHBIX TeNe(OHOB;

He 3arpyxaif npuiokeHuss OT HEM3BECTHOTO MCTOYHHKA, BEJb OHU MOTYT COJEp)KaTh
BPEJIOHOCHOE MPOTrpaMMHOE 00eCTIeYEeHNE;

Ilocie Toro kak Thl BBIHACHIL C CaiiTa, I7ie BBOJIWI JIMYHYIO UH(OpPMAIHIO, 32l B HACTPOUKU
Opay3epa u ynanu cookies;

Ileproanyecku MpoBepsii, KAKUE IUIATHBIC YCIYTH aKTHBUPOBAaHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOrO TesiepoHAa TOJBKO JIIOJSM, KOTOPBIX Thl 3Haellb U KOMY
JIOBEPSICILIb;

Bluetooth nomkeH ObITh BBIKJIIOYEH, KOTAa Thl UM HE mosb3yelibcs. He 3a0biBail mHOrnma
IIPOBEPSTH ITO.

Online urpsi
CoBpeMEHHbIE OHJIAMH-UTPBl - 3TO KpPACOYHBIE,
3axBaThIBAIOIIME PA3BICUYCHUS, OOBEIUHSAIONIUE COTHH
TBICSAY YEJIOBEK 110 BceMy MUpy. Irpoku uccnenyror TaHHbII
UM MHp, OOLIAIOTCS IPYT € JPYrOM, BBIMIOJHSAIOT 3a/laHusl,
CpaxaroTcsd C€ MOHCTpaMH M IOJY4aroT ONBIT. 3a

YIOBOJIbCTBUE OHM IUIATAT: MOKYMNAKOT AMCK, OIUIAYMBAIOT
aOOHEMEHT WJIM MPUOOPETAIOT KaKHEe-TO OIIUH.

Bce st cpencTtBa uayT Ha MOAJEp)KAaHUE M Pa3BUTHE WUIPHI, a TaKKe Ha caMy 0€30MacHOCTh:
COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPU3AlLlMHU, BBITYCKAIOTCS HOBbIE MaTyu (LU(pOBBIEC 3aIIaTKU IS
IIPOrPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB. B Mog00HBIX UTpax CTOUT OnacaThCs HE CTOJIBKO CBOUX
COTIEPHUKOB, CKOJILKO KPaskKd TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMH OOJIBIINHCTBA
urp.

OCHOBHBIE COBETHI IO O€30MaCHOCTH TBOET'O UTPOBOT'0 aKKayHTa:

1. Ecau npyroit urpok BeneT cels II0X0 WM co3/laeT Tebe HEMPUITHOCTH, 3a0JI0KUPYH €ro B
CIIUCKE UTPOKOB;

2. lloxanyiics agMUHUCTPAaTOpaM WIPbl Ha IIJIOXO€ IOBEJEHUE ATOIO MIPOKA, XKEJIATEIBHO
HNPUIOKHUTH KaKHe-TO JI0Ka3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3siBaii nunyto nHdopmaiuio B npodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycTanaBnuBaii HeOPUIMAIBHBIC TATYH U MOJIBI;

6. Micnionp3yi CIIOKHBIE U pa3HbIe ApOJIY;

7. JJaxxe BO BpeMsi UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl Urpaerib, TBOH KOMIBIOTEP
MOTYT 3apa3HTh.



@OUIIVHT WIN KPajKa JIMYHBIX TaHHBIX
OObUHON KpakeW JeHer U JOKYMEHTOB
CETOaHA y>1<e HUKOT'O HC YJII/IBI/IH_IB, HO C pa3BI/ITI/I€M

MHTEPHET-TEXHOJIOT Uil 3JI0YMBILIJIEHHUKH
NEePEMECTUIINCh B HMHTEPHET, U  MPOAOIIKAIOT
3aHUMATHECS "MIOOUMBIM" IEJIOM.

Tak mosiBUIach, HOBasi yrpo3a: HMHTEPHET-
MOIIIEHHUYECTBA WM (UIIWHT, TJaBHAS IEb
KOTOPOTO COCTOHT B OMYYSCHUH KOH(PHUICHIINATHHBIX

JAHHBIX I0Jb30BaTeNeH - JOTMHOB M maposeil. Ha
aHTJIMICKOM si3bIke phishing unTaercs kak QUIIUMHT
(ot fishing - pe1OHas jg0BIIsA, password - mapob).

OcHOBHBIE COBETHI 0 O0pHOE ¢ (HUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl mosmo3peBaelib, 4YTO TBOSI aHKETa Oblja B3JIOMaHa, TO
HE00X01MMO 3a0JI0KUPOBATh €€ ¥ COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXHO CKOpPee;

2. Ucnionw3yii 6e30macHbpie Be0-CalThl, B TOM YHCIIe, HHTEPHET-MAara3nHoOB U TTOMCKOBBIX CHCTEM;

3. Hcnonw3yit cliokHBIE W pa3Hble MHapoiau. Takum oOpa3oM, eciu TeOs B3JIOMAaOT, TO
3JI0YMBIIIJICHHUKH TOTyYaT AOCTYI TOJBKO K OJTHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbBIE
no0aBieHbl y TeOst B JIpy3bsiX, O TOM, YTO TeOs B3JIOMajM M, BO3MOXKHO, OT TBOEr0O MMEHU OyaeT
pacchUIaThCS CIaM M CCBUIKH Ha (DUIIMHTOBBIC CANTHI;

5. Ycranosu HanexHblii napois (PIN) Ha MOOMIBHBIHN TenedoH;

6. OTKIII0YM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpsiBaii (hailiibl 1 Apyrue BIOKEHHS B MUChMAX, J1aXe €CIIM OHU IMPUIILIH OT TBOUX JAPY3EH.
Jlydiie yTOYHU Y HUX, OTHPABIISUIN JIU OHU TeOe 3T (ailibl.

udpoBas penyrauus
Hudposas pemyranus - 3TO HETaTUBHAS WIH
MO3UTUBHAs MHPOPMAIUS B CETH O TeOe.
Komnpomerupyromas uHpopmanus,
pa3MeleHHasi B UHTEPHETE, MOXKET CEPhe3HBIM 00pa3oM
OTpa3WThCs Ha TBOeH peanbHOU xku3HU. "lludposas
penyTarus'" - 3T0 TBOW UMUK, KOTOPBI GOPMUpPYETCS U3

uHpopManuu o Te0e B UHTEpHETE.

TBOE MECTO KHUTENhCTBA, Yy4eOBbl, TBOC (PMHAHCOBOE TOJOKECHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJIM3KHX - BCE 9TO HAKATUTMBACTCS B CETH.

MHorue mMOIPOCTKH JIETKOMBICICHHO OTHOCSTCS K TMYONUKAIMM JUYHOW WHpOpMalHUd B
HuTtepHeTe, HE MOHMMAsi BO3MOXKHBIX MOCHEACTBUIM. Thl Jake HE CMOXKEIb JOrajfaThCsi O TOM, YTO
dororpadus, pasmenieHHas 5 JeT Ha3al, cTajla IPUYMHON 0TKa3a NPUHATH TeOs Ha padoTy.

KommenTapumn, pazmemnienue TBoux ¢otorpaduil u Apyrue JeHCTBUS MOTYT HE UCUE3HYTh JTaKe
MOCJIe TOTO, KaK Thl MX yJaJIWIIb. Thl HE 3HAEIIb, KTO COXPaHWI ATy MH(OpMaIuio, Tonaia Ju OHa B
MIOUCKOBBIE CUCTEMBI U COXPAHMWIACh JH OHA, a IJIABHOE: YTO MOJYMAaIOT O TeOe OKpY’KAIOIIHUEe JIOAH,
KOTOpbIe HAaliAyT M yBUAAT 3T0. Haiit nHopMaIio MHOTO JI€T CIyCTsI CMOXKET JIF00OM - Kak U3 100pBIX
noOyX/1eHul, TaK ¥ ¢ HAMEpEHHEM IPUYMHUTH BpeA. ITO MOKET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI 10 3aITUTE UG POBOM PEITyTAINH:



1. [Tonymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B 0J0re WK B COIUANTBHON
CeTH;

2. B mHactpoiikax TpoQuiIsi YCTAHOBH OTPAHHYCHUS HA TPOCMOTP TBOETO MPOPWIS U €ro
COJIEP’KUMOT O, CAENal ero TOJIbKO "1 Apy3en';

3. He pa3meniaif u He yka3biBail MHPOpMAIUIO, KOTOpas MOXET KOTO-IH00 OCKOPOISATh HIIU
00MXaTh.

ABTOpCKOE PaBo
CoBpeMeHHBIE ITKOJILHUKH - aKTUBHBIC MTOJIH30BaTeNU IU(POBOro mpocTpancTBa. OAHAKO TaNEKO
HE BCE 3HAIOT, YTO [10JIb30BaHHE MHOI'MMHU BO3MOKHOCTSIMH LIU(PPOBOI0o MUpa TpeOyeT COOIII0IeHHS IPaB

Ha UHTCJIJICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "WHTEJUIEKTyallbHasi COOCTBEHHOCTH'"
OTHOCHUTCSI K pa3iUYHBIM TBOPEHUSM YEIIOBEYECKOTO
yMa, Ha4YMHAs C HOBBIX M300pETEHU U 3HAKOB,
0003HaYArOMINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH,
u 3aKaHYUBas KHHUTaMH, dhoTorpadusmu,
KHHO(WIBMAMH W MY3bIKQJIBHBIMU IPOU3BEICHUSIMHU.

ABTOpckME TpaBa - 3TO IIpaBa  Ha
MHTEJJIEKTYallbHYI0 COOCTBEHHOCTh Ha MPOHU3BEICHUS
HAyKH, JIUTEpaTypbl M HCKycCTBa. ABTOpCKHE MpaBa
BBICTYIIAIOT B  KA4eCTBE TapaHTUW TOrO, 4YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa HE OyaeT

HaIlpacHbIM, JacT €My CIPaBEIJIUBBIE BO3MOKHOCTH
3apa0oTaTh Ha pe3yabTaTax CBOEro TpyJa, HOIYYUTh
U3BECTHOCTh M mpu3HaHue. Hukro 6e3 paspeuieHus
aBTOpa HE MOXXET BOCIPOU3BOJUTH €r0 MPOU3BEACHHUE, PACTIPOCTPAHSITH, MyOIHMYHO JIEMOHCTPUPOBATH,
NpoJiaBaTh, MMIOPTUPOBATH, yCKATh B MPOKAT, MyOJINYHO UCTIONHSATH, OKA3bIBATH/UCIIONHITE B 3dupe
WM pa3Meniatb B IHTepHeTe.

Hcnonb3oBanue "mUpaTckoro’ mporpaMMHOTo 00€CTIeYeHHsI MOXKET MPUBECTH K MHOTUM PUCKaM:
OT NOTEpPU JaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKM TBOEr0 YCTPOWCTBA, TIJ€ YCTaHOBIIEHA
HeseranbHasi nporpamma. He crtout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JeTajbHble U O€cIIaTHbIC
IIPOrpaMMbl, KOTOPbIE MOXHO HalTH B CETH.



